Standardizing Multimedia QoE
Telemetry from Telecommunications
Networks for Open Analytics

Yifan Wang, Minzhao Lyu, Vijay Sivaraman

School of Electrical Engineering and Telecommunications,
University of New South Wales, Sydney, Australia

SYDNEY

CANOPUS



Network operators want to benefit from Al
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Missing link between data generation and insight analytics

[ Non-standardized, proprietary data storage and export formats

Vendor Visibility Granularity | Export format
Accedian [1] App QoE App session | Log file

Allot [2] App QoE Flow Log file, database
Cambium [3] Network QoS | Flow Not provided
Canopus [4] App QoE App session | Log file, database
Sandvine [9] App QoE App session | Database, IPFIX
ThousandEyes [11] | Network QoS | Flow Log file, OTel

[ Existing standardized export mechanisms does not support QoE
= CVE for cybersecurity vulnerability
= NetFlow/IPFIX for network flow statistics
= OpenTelemetry for application performance
= - Standardized data schema for network measured QoE is needed!




We consider 8 most popular app types
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Network Stats

Data schema for multimedia telemetry / Volumetric ™\
Duration
Byte volume
4 Metadata N\ Packet count
Identity Endpoint Context QoS
Session ID Client address App type Throughput
Record temporal type Server addresses Provider name Latency
Timestamps Server names Client device type Jitter
\ Client software agent / K Loss /
Multimedia Application-specific QoE \
Video streaming Online gaming AR/VR
ﬁlideo quality Audio quality \ Responsiveness
Resoluton Audio bitrate Synchronization frequency State
Frame rate Gameplay lag Gameplay state
Smoothness = m y |
moothness Audi i
Responsiveness Video stall u‘ 0 quality —
= = Game freeze Voice chat audio bitrate
Tartup g ay State
Time to first byte

KKChunk transfer time Streaming type /




We have implemented the data

schema

"app_type'": "video_streaming'|,
"qoe_metrics": [
_ {
"category": | video_quality | —> Metric category
"metrics": [
{
"name": | resolution |——> Metric name
"indicators'": [
{
Indicator name ‘'resolution dominant",
Data type '"string",
QoE metrics for =< Description "Resolution spanning the lo
video quality Example values ["sb", "HD", "FHD", "QHD
3
{
""name": "resolution_min",
"type': "string",
"description'": "The lowest resolution play
"example_values'": ["SD'", "HD", "FHD", "QHD
- 3

scan for data schema

__ Indicators of
resolution metric




Unified process for QoE telemetry export

Telemetry Data
Schema

Standardization module

Telemetry exporter transmits data
_- L4 using standard protocols

Telemetry Data
Schema

Telemetry of app
sessionin
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Analytics Platform 2

extracts QoE data

Packets labelled by
flow metadata

Subscribed Data

Flow Level Statistics
Flow metadata

Volumetric
stats

Analytics Platform 3
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Exporting standardized multimedia telemetry

IPFIX OpenTelemetry
= Metric indicators =2 IPFIX = Static metadata > OTel
Information Element attribute
=  App-specific metric selection = Timing metrics - OTel span
~ IPFIX templates = Dynamic QoS/QoE - OTel
bt metric




° ° ° ° ol o ° Template fo.r video sFreamlng QoE Field lgngth
Integrating with Canopus visibility engine
Field 2 = user device type variable
Field 3 = start timestamp 8
- Field 4 = end timestam, 8
name,id,dataType,
resolution dominant,55.13 Field 5 = dominant resolution variable
resolution_min,56,13, . S
resolution_state_uhd_sec,57,9, ﬂmmlmumframe rate 4
resolution_state_ghd_sec,58,9, Field 7 = total Startup delay 4
resolution_state_fhd_sec,59,9, = —
e el o Field 9 = total stall duration 4
resolution_state_sd_sec,61,9, ( ........................ L= i il
resolution_state_ld_sec,62,9, b LLL LT T

resolution_prev,63,13,
resolution_curr,64,13,
frame_rate_avg_£fps,65,2,

BT eIPFIX individual |IE definition

audio_bitrate_avg_Kbps,67,9,
audio_bitrate_min_Kbps,68,9,

startup_delay_avg_sec,69,9,

|
{ e Telemetry ; Receiver by

"app_type'': "video_streaming", | startup delay sum sec,71 Bl

""qoe_metrics": [

e it it Exporter : - Analytics Team(s)

.

"metrics": [ :
{ o selior a Telemetry in our standard
© s sttt o, T data schema format
i) "value": "1080p" Telemet ry E
s v, Standardization v
}

Sequence number=1 IPFIX version Message length=291
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Total stall
duration=5.63s

Total startup
delay =1.53s

n =1080p Min frame rate = 30
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QoE analytics for YouTube video streaming session

Buffering Playback Buffering Playback Buffering Playback

e [ Video resolution and frame rate
' = | = user preferences
= experience degradation

Os 3s 22s  24s 77s 80s 90s

(a) A YouTube video session on the user device.

[ Video stalls and startup delays
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2 ? = perceived user experience
= o = root cause analysis
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(c) Video playback/stall status.




QoE analytics for CoD gaming session

Lobby Smooth gameplay Choppy gameplay Smooth gameplay

d Game lags
= jnstantaneous network

_ NL| A condition

e W&, " server routing/peering quality
(a) A CoD gameplay session on the user device.

7 J Game states/stages
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Key takeaway

Network operators need QoE data to leverage Al-based analytics
--> Super-Netflow provides a standardized data schema to store
these data and a unified export process to exchange these info
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questions?



